
Dateline: 2023-09-26



https://stormwatch.libsyn.com/



https://www.labscon.io/



https://www.cyberkendra.com/2023/09/moveit-transfersql-injection.html

CVE-2023-42660 • CVSS: 8.8 
MOVEit Transfer Machine 
Interface (Auth’d) SQL 
Injection

CVE-2023-40043 • CVSS: 7.2 
MOVEit Transfer 
**SysAdmin** SQL Injection

https://community.progress.com/s/article/MOVEit-Transfer-Service-Pack-September-2023



https://www.reuters.com/technology/hackers-who-breached-casino-giants-mgm-caesars-also-hit-3-other-firms-okta-says-2023-09-19/



https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2023/m09/cisco-to-acquire-splunk-to-help-make-organizations-more-secure-and-resilient-in-an-ai-powered-world.html



https://arstechnica.com/security/2023/09/incomplete-disclosures-by-apple-and-google-create-huge-blindspot-for-0-day-hunters/



1Password 
balenaEtcher 
Basecamp 3 
Beaker (web 
browser) 
Bitwarden 
CrashPlan 
Cryptocat 

(discontinued) 
Discord 

Eclipse Theia 
FreeTube 

GitHub Desktop 
GitKraken 
Joplin 

Keybase 
Lbry 

Light Table 
Logitech Options+ 

LosslessCut 
Mattermost 

Microsoft Teams 
MongoDB Compass 

Mullvad 
Notion 
Obsidian 

QQ (for macOS) 
Quasar Framework 

Shift 
Signal 

Skype 
Slack 

Symphony Chat 
Tabby 
Termius 
TIDAL 
Twitch 

Visual Studio Code 
WebTorrent 

Wire 
Yammer 



https://infosec.exchange/@TomSellers/111126352647377681 I threw together the following shell command 
to help macOS audit which versions of Electron 
apps are installed. 

find /Applications -type f -name "*Electron 
Framework*" -exec \ 
  sh -c "echo  \"{}\" && strings \"{}\" | grep 
'^Chrome/[0-9.]* Electron/[0-9]' | head -n1 && 
echo " \; 

When run, you should see something similar to 
the following: 

/Applications/Visual Studio Code.app/Contents/
Frameworks/Electron Framework.framework/
Versions/A/Electron Framework 
Chrome/114.0.5735.289 Electron/25.8.1 

/Applications/Slack.app/Contents/Frameworks/
Electron Framework.framework/Versions/A/
Electron Framework 
Chrome/116.0.5845.188 Electron/26.2.1



https://openai.com/blog/red-teaming-network



https://cip.gov.ua/en/news/yak-zminyuyutsya-taktiki-cili-i-spromozhnosti-khakerskikh-grup-uryadu-rf-ta-kontrolovanikh-nim-ugrupovan-zvit



2X Growth In The Number Of Incidents Where 
Cert Ua Was Involved In Investigations & 
Forensics 

The Civic & Law-Enforcement Sector Is 
Dominating Across Espionage Targets  

Once A Victim — Always A Victim!  

Focus On Immediate Data Exfiltration  

The Media Sector Is Under Constant Attack 
During First Six Months Of 2023  

Growing On Usage “Living Off The Land”  

Hacking And Exploiting Open-Source Mail 
Systems  

The Energy Sector Continues To Be Under Attack 

TLP:CLEAR

1

RUSSIA’S CYBER TACTICS H1’2023
Lessons Learned:  

Shift in the Patterns, Goals, and Capacity 
of the Russian Government and 
Government-Controlled Groups

Threat Research Report

September 2023



Russian threat actors now have limited time for lateral movement, prompting 
them to place even greater emphasis on a particular tactic: dumping documents, 
sometimes as many as 21,000 office documents in certain cases, along with 
browser credentials. They execute this tactic within the first 30 minutes of 
successfully infiltrating a compromised system. Subsequently, they commence 
disseminating their malware through various channels, such as email, to other 
high-profile targets, taking advantage of established trust relationships. 

We've observed a shift in tactics that involve infecting systems, prioritizing 
victims, and gaining access to more valuable assets by replacing compromised 
Command and Control servers (C2s). The primary payloads still consist of 
office documents and HTML/ JS-based malware packaged in archives, which remain 
the most prevalent and favored formats. 



https://gothamist.com/news/the-nypd-is-deploying-a-420-pound-robocop-to-roam-times-squares-subway-station





🏷 Cisco CVE-2020-3187 Scanner 

🏷 Apache Roller OGNL Injection Attempt 

🏷 jQuery-File-Upload Attempt 

🏷 phpThumb fltr RCE Attempt 

🏷 Horde Path Traversal Attempt

https://viz.greynoise.io/trends?view=recent



https://observablehq.com/@greynoise/greynoise-tags



$ shutdown -r now



MinIO Security Feature Bypass Vulnerability 

Trend Micro Apex One and Worry-Free Business Security Remote Code Execution Vulnerability 

Apple Multiple Products WebKit Code Execution Vulnerability 

Apple Multiple Products Kernel Privilege Escalation Vulnerability 

Apple Multiple Products Improper Certificate Validation Vulnerability
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