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https://stormwatch.libsyn.com/



https://www.fema.gov/press-release/20230803/fema-and-fcc-plan-nationwide-emergency-alert-test-oct-4-2023



https://censys.com/cve-2023-40044/



https://infosec.exchange/@dangoodin/111139516454103046

After correcting the improperly 
scoped libwebp vulnerability on 
Tuesday -- by submitting a separate 
CVE and bumping up the severity 
rating -- Google has now pulled the 
new CVE and revised the description 
of the old one. 

The moves on both Tuesday and today 
were completely opaque, meaning 
Google just made the submissions 
without announcing or explaining 
them. The revised CVE also reverts 
back to older, lower severity 
rating. 

🤷



https://infosec.exchange/@deweyritten/111149733617347257



https://www.cisa.gov/news-events/news/transforming-vulnerability-management-cisa-adds-oasis-csaf-20-standard-ics-advisories



https://github.com/cisagov/CSAF
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https://nexusconnect.io/articles/fdas-refuse-to-accept-policy-is-here



Starting Oct.1, significant changes are going into effect for medical 
device manufacturers—and medical device cybersecurity experts have 
mixed opinions on whether device makers are ready for the change.  

The FDA's "Refuse to Accept" policy relates to the FDA's review of 
medical devices and their premarket submission notification, known as 
the 510(k) submission process (named after the submission form). Under 
the new Refuse to Accept policy, the FDA will automatically begin 
rejecting premarket medical device submissions if they fail to meet 
the FDA's expected description of device security measures, including 
security controls, handling vulnerability disclosure with security 
researchers, and a software bill of materials (SBOM). 

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/refuse-accept-policy-510ks



Bill Pelletier, an embedded systems security architect at a medical 
device and software maker based in the northeast U.S., says device 
makers should already be quite prepared for the updated policy. "It 
should be no surprise to any MDM when/if their submissions are 
summarily returned for rework due to lack of compliance to section 
524B of the FD&C Act (Omnibus Appropriations)," he says. 

Pelletier and others say the new policy is simply transferring what 
traditionally has occurred between the FDA and the MDM post-submission 
back to the MDM for pre-submission completion. "It (hopefully) removes 
the inefficiencies of that back-and-forth negotiation and rework that 
occurred when MDMs submitted less-than complete (or accurate) 
submissions for cyber devices," Pelletier says.

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/refuse-accept-policy-510ks

🦋 @awpiii.bsky.social



https://www.csoonline.com/article/653460/dhs-unveils-one-common-platform-for-reporting-cyber-incidents.html



https://www.zerodayinitiative.com/advisories/ZDI-23-1469/



Six 0-Day exploits were filed against Exim. 

None of these issues is related to transport security (TLS) enablement. 

* 3 of them are related to SPA/NTLM, and EXTERNAL auth. If you do not 
  use SPA/NTLM, or EXTERNAL authentication, you're not affected.  These 
  issues are fixed. 

* One issue is related to data received from a proxy-protocol proxy. If 
  you do not use a proxy in front of Exim, you're not affected. If your 
  proxy is trustworthy, you're not affected. We're working on a fix. 👀 

* One is related to libspf2. If you do not use the `spf` lookup type or 
  the `spf` ACL condition, you are not affected. 

* The last one is related to DNS lookups. If you use a trustworthy 
  resolver (which does validation of the data it receives), you're not 
  affected. We're working on a fix.



https://www.404media.co/260-million-ai-company-releases-chatbot-that-gives-detailed-instructions-on-murder-ethnic-cleansing/



https://www.greynoise.io/blog/introducing-sift-automated-threat-hunting



https://www.youtube.com/watch?v=PXYyrf1cGhc


https://sift.labs.greynoise.io/











📁 Progress WS_FTP Server CVE-2023-40044 RCE Attempt 

📁 Progress WS_FTP Server Scanner 

📁 JetBrains TeamCity Authentication Bypass Attempt 

📁 Qlik Sense RCE Attempt 

📁 Qlik Sense HTTP Tunneling Attempt 

📁 Qlik Sense Auth Bypass Attempt 

📁 GeoServer Scanner

https://viz.greynoise.io/trends?view=recent



https://viz.greynoise.io/tag/jetbrains-teamcity-authentication-bypass-attempt?days=30



https://viz.greynoise.io/tag/geoserver-scanner?days=30









https://observablehq.com/@greynoise/greynoise-tags



(CVE-2023-5217) Chrome libvpx 

(CVE-2018-14667) JBoss RichFaces Framework

https://nvd.nist.gov/vuln/detail/CVE-2023-5217
https://nvd.nist.gov/vuln/detail/CVE-2018-14667
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