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Microsoft Digital Defense Report

https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023 

https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023


CVE-2023-22515 - Broken Access Control Vulnerability in Confluence 
Data Center and Server

https://confluence.atlassian.com/security/cve-2023-22515-privilege-escalation-vulnerability-in-confluence-data-center-and-server-1295682276.html 

https://confluence.atlassian.com/security/cve-2023-22515-privilege-escalation-vulnerability-in-confluence-data-center-and-server-1295682276.html


Cisco Emergency Responder Static Credentials Vulnerability

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cer-priv-esc-B9t3hqk9 

https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cer-priv-esc-B9t3hqk9


Clorox, wipes?

https://www.cybersecuritydive.com/news/clorox-warns-quarterly-loss-cyberattack/695706/ 

https://www.cybersecuritydive.com/news/clorox-warns-quarterly-loss-cyberattack/695706/


The International Committee of the Red Cross (ICRC) has, for the first time, 
published rules of engagement for civilian hackers involved in conflicts.

https://www.bbc.com/news/technology-66998064 

https://www.bbc.com/news/technology-66998064


NSA, CISA Red and Blue Teams Share Top Ten Cyber Security Misconfigurations

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a 

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a


This Week in KEV (TWiK?)

https://www.cisa.gov/news-events/alerts/2023/10/04/cisa-adds-two-known-exploited-vulnerabilities-catalog-removes-five-kevs 

Apple CVE-2023-42824

Atlassian CVE-2023-22515

Progress CVE-2023-40044

JetBrains CVE-2023-42793

Microsoft CVE-2023-28229

Added:
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https://www.cisa.gov/news-events/alerts/2023/10/04/cisa-adds-two-known-exploited-vulnerabilities-catalog-removes-five-kevs


Reminder: curl release (8.4.0) Tomorrow

https://github.com/curl/curl/discussions/12026 

https://github.com/curl/curl/discussions/12026


Random Thoughts:
- New, and additional, war.  

- Cyberspace conflicts spill outside of warzones. 
- Triple check your perimeters.

- SMB scan traffic has 📈  



Sift, continued…

https://sift.labs.greynoise.io 

https://sift.labs.greynoise.io


Dateline: 2023-10-10

D A T E L I N E  :  2023-10-10


