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https://pod.greynoise-storm.watch/

https://show.greynoise-storm.watch/



https://arstechnica.com/security/2023/10/two-ransomware-gangs-knocked-out-of-commission-in-a-single-week/



https://www.facebook.com/ruheight/posts/pfbid02nuzurXMLoZEU9qM7kEG3oxECm7aS2Yahi6d5UEAquPmhZSJRfAuqRybTa84Kj9d8l



https://www.europol.europa.eu/media-press/newsroom/news/ragnar-locker-ransomware-gang-taken-down-international-police-swoop





HOW IT STARTED HOW IT’S GOING

https://support.citrix.com/article/CTX579459/netscaler-adc-and-netscaler-gateway-security-bulletin-for-cve20234966-and-cve20234967
https://www.netscaler.com/blog/news/cve-2023-4966-critical-security-update-now-available-for-netscaler-adc-and-netscaler-gateway/

We now have reports of incidents 
consistent with session hijacking, 
and have received credible reports 
of targeted attacks exploiting this 
vulnerability.



https://www.assetnote.io/resources/research/citrix-bleed-leaking-session-tokens-with-cve-2023-4966

https://github.com/assetnote/exploits/tree/main/citrix/CVE-2023-4966

Here we saw an interesting example of a 
vulnerability caused by not fully understanding 
snprintf. Even though snprintf is recommended 
as the secure version of sprintf it is still 
important to be careful. A buffer overflow was 
avoided by using snprintf but the subsequent 
buffer over-read was still an issue.



https://viz.greynoise.io/query?gnql=tags:"Citrix ADC Netscaler CVE-2023-4966 Information Disclosure Attempt"



https://vulncheck.com/blog/cisco-implants

https://censys.com/cve-2023-20198-cisco-ios-xe-zeroday/

https://www.greynoise.io/blog/unpacking-cve-2023-20198-a-critical-weakness-in-cisco-ios-xe



https://www.cadosecurity.com/qubitstrike-an-emerging-malware-campaign-targeting-jupyter-notebooks/

First reported case of Codeberg code 
hosting platform used to distribute 
malware 

Attackers continue trend of leveraging 
Discord for Command and Control 

Qubitstrike attackers specifically 
seeking Cloud Service Provider 
credentials 

Cado researchers observed attempts by 
the attackers to utilize stolen CSP 
credentials for further exploitation 

Jupyter Notebooks exploited for initial 
access but the malware also supports 
SSH propagation



https://sec.okta.com/harfiles



https://toolbox.googleapps.com/apps/har_analyzer/



https://github.com/google/har-sanitizer





https://www.beyondtrust.com/blog/entry/okta-support-unit-breach

https://blog.cloudflare.com/how-cloudflare-mitigated-yet-another-okta-compromise/



https://nondeterministic.computer/@mjg59/111270439428001258



https://viz.greynoise.io/tag/http-put-uploader-scanner?days=10



https://github.com/vulhub/vulhub/blob/master/elasticsearch/CVE-2015-5531/README.md



https://groups.google.com/a/chromium.org/g/blink-dev/c/9s8ojrooa_Q

https://github.com/GoogleChrome/ip-protection



https://datatracker.ietf.org/doc/draft-ietf-masque-quic-proxy/



https://seacoastcurrent.com/ixp/488/p/40000-maine-residents-may-have-had-ids-stolen-in-massive-hack/



https://www.greynoise.io/blog/precursor-a-quantum-leap-in-arbitrary-payload-similarity-analysis



🏷 Citrix ADC Netscaler CVE-2023-4966 Information Disclosure Attempt 

🏷 ZenTao CMS SQL Injection Attempt 

🏷 Cisco IOS XE Privilege Escalation Attempt 

🏷 Atlassian Jira Path Traversal Attempt 

🏷 Cisco IOS XE RCE Attempt 

🏷 V2 Catalog Scanner 

🏷 Zimbra Collaboration Suite Directory Traversal Attempt 

🏷 Oracle WebLogic CVE-2018-2894 File Upload Attempt 

🏷 MLFlow Directory Traversal Attempt 

🏷 Microsoft Exchange Server Scanner 

🏷 Yii Framework Information Disclosure Scanner

https://viz.greynoise.io/trends?view=recent



https://observablehq.com/@greynoise/greynoise-tags



Cisco IOS XE Web UI Unspecified Vulnerability 

Citrix NetScaler ADC and NetScaler Gateway Buffer Overflow Vulnerability

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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