
Dateline: 2023-10-31



https://pod.greynoise-storm.watch/

https://show.greynoise-storm.watch/



https://themessenger.com/tech/ransomware-us-international-hacking-ransom-pledge





https://www.bleepingcomputer.com/news/security/1password-discloses-security-incident-linked-to-okta-breach/

THANKS FOR JOINING US





https://github.com/nmelo/har-sanitize
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https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-server-1311473907.html

An Important Message from Bala 
Sathiamurthy, Chief Information Security 
Officer (CISO) 
As part of our continuous security 
assessment processes, we have discovered 
that Confluence Data Center and Server 
customers are vulnerable to significant 
data loss if exploited by an 
unauthenticated attacker. There are no 
reports of active exploitation at this 
time; however, customers must take 
immediate action to protect their 
instances. Please read the Critical 
Security Advisory below for instructions 
and vulnerability details.a



https://search.censys.io/hosts/194.247.13.158+confluence.raccoon.pet



https://infosec.exchange/@shadowserver/111320622091219330



https://www.bleepingcomputer.com/news/security/critical-rce-flaws-found-in-solarwinds-access-audit-solution/

•CVE-2023-35182 (9.8): the deserialization of untrusted data in the 
‘createGlobalServerChannelInternal’ method 

•CVE-2023-35185 (9.8): a lack of validation of user-supplied paths in the 
‘OpenFile’ method 

•CVE-2023-35187 (9.8): without authentication due to lack of validation of user-
supplied paths in the ‘OpenClientUpdateFile’ method

Remote unauthenticated attackers can execute arbitrary code in 
the context of SYSTEM Due To…



https://www.sec.gov/news/press-release/2023-227



https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/

Octo Tempest is a financially motivated threat actor group that poses a significant danger to 
organizations across various industries such as natural resources, gaming, hospitality, and 
financial services. They employ a wide range of tactics, including adversary-in-the-middle 
techniques, social engineering, and SIM swapping. 

Initially, they sold SIM swaps and performed account takeovers to steal cryptocurrency. Later, 
they began extorting victim organizations for stolen data and even resorted to physical threats. 
In 2023, they became an affiliate of ALPHV/BlackCat, a ransomware operation, and started 
deploying ransomware payloads. 

They establish persistence within organizations using publicly available tools and exfiltrate 
data using anonymous file-hosting services. The document also provides guidelines for 
organizations to defend against Octo Tempest's activities, including aligning privileges, 
implementing conditional access policies, and educating users.



https://www.microsoft.com/en-us/security/blog/2023/10/19/microsoft-security-copilot-early-access-program-harnessing-generative-ai-to-empower-security-teams/

Microsoft has announced the availability of its Security Copilot Early Access 
Program. The program aims to address the increasing cyberthreats and shortage 
of security experts by leveraging generative AI. 

It offers capabilities such as writing complex queries based on natural 
language questions and summarizing security incidents. 

The program now includes a new embedded experience within Microsoft 365 
Defender, providing actionable recommendations and a unified experience for 
analysts. Microsoft Defender Threat Intelligence is also included at no cost, 
offering access to Microsoft's vast knowledge of cyberthreats.  

Organizations can extend access to their Security Copilot environment to 
Managed Security Service Providers (MSSPs). The program is open to qualified 
customers, and interested parties can sign up for early access.



http://uscode.house.gov/view.xhtml?req=(title:15 section:9401 edition:prelim)

Artificial intelligence 

The term "artificial intelligence" means a machine-based system that can, 
for a given set of human-defined objectives, make predictions, 
recommendations or decisions influencing real or virtual environments. 
Artificial intelligence systems use machine and human-based inputs to- 

(A) perceive real and virtual environments; 

(B) abstract such perceptions into models through analysis in an automated 
manner; and 

(C) use model inference to formulate options for information or action.



http://uscode.house.gov/view.xhtml?req=(title:15 section:9401 edition:prelim)

Machine Learning 

The term "machine learning" means an application of artificial intelligence 
that is characterized by providing systems the ability to automatically 
learn and improve on the basis of data or experience, without being 
explicitly programmed.
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https://censys.com/cisco-ios-xe-ten-days-later/



https://censys.com/cyberweek2023



https://viz.greynoise.io/tag/citrix-adc-netscaler-cve-2023-4966-information-disclosure-attempt?days=30

https://www.greynoise.io/blog/cve-2023-4966-helps-usher-in-a-bakers-dozen-of-citrix-tags-to-further-help-organizations-mitigate-harm



https://github.com/certat/citrix-logchecker



https://viz.greynoise.io/tag/http-put-uploader-scanner?days=10



https://github.com/vulhub/vulhub/blob/master/elasticsearch/CVE-2015-5531/README.md



https://viz.greynoise.io/tag/cisco-imc-supervisor-and-ucs-director-backdoor-attempt?days=30



https://viz.greynoise.io/query?gnql=tags:"Cisco IMC Supervisor and UCS Director Backdoor"



🏷 Dell EMC CGi Injection Check 

🏷 Laravel Telescope Scanner

https://viz.greynoise.io/trends?view=recent



https://observablehq.com/@greynoise/greynoise-tags



CVE-2023-5631 

Roundcube Webmail Persistent Cross-Site Scripting (XSS) Vulnerability

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

https://nvd.nist.gov/vuln/detail/CVE-2023-5631


https://github.com/cisagov/LME

https://www.cisa.gov/news-events/news/cisa-announces-new-release-logging-made-easy



https://www.darkreading.com/edge/budget-cuts-at-cisa-could-affect-enterprise-cybersecurity

The US Cybersecurity and Infrastructure Security Agency (CISA) is facing potential budget 
cuts due to its efforts to combat election disinformation, which some lawmakers view as a 
threat to free speech. 

They are being proposed due to CISA's efforts to combat disinformation about US elections, 
which some lawmakers view as a threat to free speech. Last month, half of House Republicans 
voted for an amendment to cut funding to CISA by 25%, and Senator Rand Paul (R-KY) has 
blocked cybersecurity legislation at least 11 times over concerns that CISA and its parent, 
the US Department of Homeland Security (DHS), are censoring free speech 

The cuts could significantly impact CISA's primary responsibilities of defending federal 
networks and aiding critical infrastructure operators against cyberattacks. Despite its 
active outreach to private industry, software makers, and cybersecurity firms, and its 
commitment to helping vulnerable organizations, the proposed cuts could reverse a history 
of bipartisan budget increases for CISA. The agency is also facing challenges in hiring and 
retaining cybersecurity professionals, with a 38% understaffing in its Cybersecurity 
Division as of August 2022
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