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https://www.legislation.gov.uk/uksi/2023/1007/contents/made

The following information must be published 
⚡ Security reporting contact 
⚡ ACK of receipt of security issue(s) report 
⚡ Status updates for ^^ 
⚡ No £10 words or shenanigans in comms

Coordinated Vulnerability Disclosure!





https://viz.greynoise.io/tag/atlassian-confluence-server-authentication-bypass-attempt?days=3



Updated CVSS score from 9.1 to 10, the 
summary of vulnerability, and added a 
threat detection section for suggested 
indicators of compromise 
Customer report of an active exploitation 
added to heading. 
Removed "or later" verbiage in fix 
versions table, only the listed fix 
versions are patched. 
“We observed publicly posted critical 
information about the vulnerability which 
increases risk of exploitation.” 
Added third option to "Apply temporary 
mitigations if unable to patch"

https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-server-1311473907.html



https://viz.greynoise.io/tag/apache-activemq-rce-attempt?days=10



https://viz.greynoise.io/tag/f5-big-ip-cve-2023-46747-rce-attempt?days=30





https://sec.okta.com/harfiles

THANKS FOR JOINING US ˖126 more



The most recent Okta breach affected 134 customers (<1% of Okta's customer 
base) & occurred between September 28, 2023, and October 17, 2023, when a 
threat actor gained unauthorized access to files inside Okta’s customer 
support system. Some of these files were HAR files that contained session 
tokens, which could be used for session hijacking attacks.  
Prominent victims of the breach include Cloudflare, 1Password, and 
BeyondTrust. Other notable victims include Twillio and MailChimp.  
Attempted attacks against entities like Cloudflare, T-Mobile, MetroPCS, 
Verizon, Slack, Twitter, CoinBase, Microsoft, Epic Games, Evernote, and 
Best Buy were observed, no successful breach of these organizations has 
been publicly reported. 
Okta also experienced a 3rd-party breach (Rightway Healthcare) that 
resulted in the exposure of sensitive health information of almost 5,000 
Okta employees but did not impact Okta services or customer data.



“During our investigation into 
suspicious use of this account, Okta 
Security identified that an employee 
had signed-in to their personal 
Google profile on the Chrome browser 
of their Okta-managed laptop,” 
Bradbury wrote. “The username and 
password of the service account had 
been saved into the employee’s 
personal Google account. The most 
likely avenue for exposure of this 
credential is the compromise of the 
employee’s personal Google account or 
personal device.”

https://arstechnica.com/information-technology/2023/11/no-okta-senior-management-not-an-errant-employee-caused-you-to-get-hacked/





•CVE-2023-35182 (9.8): the deserialization of untrusted data in the 

An OS command injection vulnerability

https://www.qnap.com/en-uk/security-advisory/qsa-23-35

https://www.qnap.com/en-uk/security-advisory/qsa-23-31

https://www.qnap.com/en-uk/security-advisory/qsa-23-35





https://blogs.cisco.com/security/the-myth-of-the-long-tail-vulnerability



What emerges from looking at 
vulnerability alerts over time is that, 
while there is sometimes an initial 
spike in usage, they don’t appear to 
decline to a negligible level. Instead, 
vulnerabilities stick around for years 
after their initial disclosure. 
So why do old vulnerabilities remain in 
use? One reason is that many of these 
exploitation attempts are automated 
attacks. Bad actors routinely leverage 
scripts and applications that allow 
them to quickly run exploit code 
against a large swaths of IP addresses 
in the hopes of finding vulnerable 
machines.















https://www.first.org/cvss/v4-0/index.html



https://www.first.org/cvss/v4-0/index.html

Increased simplicity and clarity 
CVSSv4 aims to simplify the scoring 
process and eliminate ambiguity by 
providing clearer guidance and 
definitions for metrics. This version 
fine-tunes the ideas of “Attack 
Complexity” and “Attack Requirements,” 
making the scoring process more 
understandable. These changes assist in 
more precise vulnerability assessment 
and ensure uniformity among various 
organizations.



https://www.first.org/cvss/v4-0/index.html

Renaming of Temporal Metrics 
to Threat Metrics 

In CVSSv4, the "Temporal" 
metric from CVSSv3.1 has been 
renamed to "Threat Metrics". 
This change makes it much 
easier for end users to 
evaluate the severity of a 
vulnerability.



https://www.first.org/cvss/v4-0/index.html

Retirement of Remediation Level (RL) 
CVSSv4 also retired the "Remediation 
Level (RL)" metric from the previous 
version.



https://www.first.org/cvss/v4-0/index.html

Improved guidance for CVSS analysts 
CVSSv4 provides improved guidance to 
CVSS analysts to produce consistent 
scores. It also provides guidance on 
scoring vulnerabilities in software 
libraries.



https://www.first.org/cvss/v4-0/index.html

Support for multiple CVSS scores for 
the same vulnerability 

CVSSv4 is designed to support multiple 
CVSS scores for the same vulnerability 
that affects multiple products, 
platforms, operating systems, etc.



https://www.first.org/cvss/v4-0/index.html

Extension of the CVSS framework for 
other industry sectors 

CVSSv4 provides guidance to extend the 
CVSS framework for other industry 
sectors such as privacy, automotive, 
etc.



https://www.first.org/cvss/v4-0/index.html

Increased simplicity and clarity 
CVSSv4 aims to simplify the scoring 
process and eliminate ambiguity by 
providing clearer guidance and 
definitions for metrics. This version 
fine-tunes the ideas of “Attack 
Complexity” and “Attack Requirements,” 
making the scoring process more 
understandable. These changes assist in 
more precise vulnerability assessment 
and ensure uniformity among various 
organizations.



https://digitalfrontlines.io/



https://digitalfrontlines.io/

In addition to deepening understanding 
of hybrid warfare, Digital Front Lines 
seeks to identify opportunities for 
collaboration across government, 
industry, and civil society to mitigate 
its destructive impacts. The 
contributions from experts in 
government, multilateral institutions, 
nongovernmental organizations, and the 
private sector along with research from 
FP Analytics underscore the need for 
sustained communication and 
coordination to adapt to the changing 
nature of warfare and effectively 
respond to the risks emerging from 
cyber operations.



https://www.wiz.io/blog/eight-questions-to-measure-vulnerability-remediation-pain



https://censys.com/cyberweek2023



https://www.greynoise.io/blog/unveiling-the-deceptive-world-honeypots-vs-honeytokens



https://observablehq.com/@greynoise/top-level-gnql-summary-stats



🏷 F5 BIG-IP CVE-2023-46747 RCE Attempt 

🏷 Beanshell Command Injection Attempt 

🏷 Apache ActiveMQ RCE Attempt 

🏷 Atlassian Confluence Server Authentication Bypass Attempt 

🏷 ads.txt Scanner
https://viz.greynoise.io/trends?view=recent



https://observablehq.com/@greynoise/greynoise-tags



CVE-2023-46747 
F5 BIG-IP Configuration Utility Authentication Bypass Vulnerability 

CVE-2023-46748 
F5 BIG-IP Configuration Utility SQL Injection Vulnerability 

CVE-2023-46604 
Apache ActiveMQ Deserialization of Untrusted Data Vulnerability

https://www.cisa.gov/known-exploited-vulnerabilities-catalog

https://nvd.nist.gov/vuln/detail/CVE-2023-46747
https://nvd.nist.gov/vuln/detail/CVE-2023-46748
https://nvd.nist.gov/vuln/detail/CVE-2023-46604


https://www.cisa.gov/news-events/news/cisa-launches-critical-infrastructure-security-and-resilience-month-2023

The safety and security of our nation depends in large part on the resilience 
of our critical infrastructure. All critical infrastructure owners and 
operators must prepare for potential disruption—be able to respond with 
agility and to recover rapidly to minimize impacts to the services Americans 
rely on every hour of every day,” said CISA Director Jen Easterly. “This 
Critical Infrastructure Security and Resilience Month, we are asking everyone 
to resolve to be more resilient by taking actionable steps to plan and 
exercise to withstand the impact of disruption.
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