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The Royal Malaysian Police have taken down the BulletProftLink 
phishing-as-a-service (PhaaS) platform, which provided over 300 
phishing templates. 

The operation began in 2015 but gained more attention in 2018 and 
had thousands of subscribers, some of whom paid for access to 
credential logs. 

PhaaS platforms offer cybercriminals tools and resources for 
carrying out phishing attacks. 

With the help of the Australian Federal Police and the FBI, the 
Malaysian police dismantled the operation and arrested eight 
individuals, including the suspected leader. They also seized 
cryptocurrency wallets, servers, computers, jewelry, vehicles, and 
payment cards. 

The confiscated servers will be examined to identify users of the 
platform. Before being taken down, BulletProftLink had over 8,000 
active subscribers with access to 327 phishing page templates.





https://viz.greynoise.io/tag/atlassian-confluence-server-authentication-bypass-attempt?days=3



https://viz.greynoise.io/tag/atlassian-confluence-server-authentication-bypass-attempt?days=3

Maine government confirms cybercriminals 
exploited MOVEit vulnerability 

Breach occurred between May 28 and 29, 2023 

1.3 million individuals affected, including 
534,194 Maine residents 

Exposed data includes names, SSNs, birthdates, 
driver's license numbers, and taxpayer IDs 

Some individuals had medical and health insurance 
information taken 

Maine's Department of Health and Human Services 
most impacted



https://viz.greynoise.io/tag/atlassian-confluence-server-authentication-bypass-attempt?days=3

2,388 organizations 
67.5 — 72.4m individuals



https://arstechnica.com/security/2023/11/hackers-can-steal-ssh-cryptographic-keys-in-new-cutting-edge-attack/

https://eprint.iacr.org/2023/1711.pdf



https://arstechnica.com/security/2023/11/hackers-can-steal-ssh-cryptographic-keys-in-new-cutting-edge-attack/

Researchers have discovered that a significant number of 
cryptographic keys used to protect data in computer-to-server SSH 
traffic are vulnerable to compromise. The vulnerability occurs when 
errors happen during the signature generation process while 
establishing a connection. This affects RSA keys used in roughly a 
third of the SSH signatures examined, which translates to about 1 
billion signatures out of 3.2 billion. Surprisingly, most SSH 
software, including OpenSSH, has deployed countermeasures to check 
for signature faults before sending them over the Internet. 

Previously, it was believed that signature faults only exposed RSA 
keys used in TLS protocol encrypting web and email connections. 
However, SSH traffic was thought to be immune to such attacks. 
Since the release of TLS version 1.3 in 2018, the protocol has 
encrypted handshake messages, providing additional protection 
against key compromise. The researchers suggest that other 
protocols should include similar protection. While the majority of 
SSH connections are not affected, it is crucial to defend against 
these failures as one bad signature in an unprotected 
implementation can reveal the key.x



https://news.ycombinator.com/item?id=38162996

In (rare) vulnerable targets, this allows you to recover the 
host's key, and thus impersonate a host. You can't compromise 
client credentials with this attack, since client credentials are 
exchanged after the (active) secure channel is established. If you 
can impersonate a host, as this attack would allow you to do, you 
could capture client password credentials, and you can drive a 
forwarded agent.



https://news.ycombinator.com/item?id=38162996

OpenSSH --- really, SSH servers on any Unix host you've been using 
in the last 20 years --- isn't vulnerable to this attack. The 
vulnerability is publishing a signature that is validly signed 
under RSA p and not under RSA q. Solution: just never do that; 
when you generate the signature, check it yourself before 
publishing. This is one of the better-known attacks on RSA, so 
this is a standard implementation countermeasure.



https://jadaptive.com/en/products/java-ssh-server

The things that are vulnerable are crappy middleboxes from Zyxel, 
Mocana, apparently a rare subset of Cisco devices, and whatever 
"SSH-2.0-SSHD" is (the authors don't know either).

https://news.ycombinator.com/item?id=38162996

https://github.com/sshtools/j2ssh-maverick/blob/ce11ceaf0aa0b129b54327a6891973e1e34689f7/j2ssh-
maverick/src/main/java/com/sshtools/ssh/SshConnector.java#L268
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https://www.sumologic.com/security-response-center/



Sumo Logic detected unauthorized access to their AWS 
account using compromised credentials. However, there have 
been no impacts to their networks or systems, & customer 
data remains encrypted. 

As a precautionary measure, they have locked down the 
exposed infrastructure & rotated potentially exposed 
credentials. 

They are actively investigating the incident and have 
implemented additional security measures to prevent similar 
events. 

They advise customers to rotate their credentials, 
including Sumo Logic installed collector credentials, 
third-party credentials stored with Sumo for data 
collection, and user passwords.



https://www.bitdefender.com/blog/businessinsights/hive-ransomwares-offspring-hunters-international-takes-the-stage/
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https://notcve.org/about.html
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The mission of the !CVE Program is to provide a common 
space for cybersecurity !vulnerabilities that are not 
acknowledged by vendors but still are serious security 
issues. In other words, these !vulnerabilities (read, not 
vulnerabilities) are security issues that would reduce the 
expected amount of work to be done by an attacker to 
successfully attack a target, but can also be fully fledged 
attacks on their own. We do believe !vulnerabilities should 
be identified, categorized and made known to the security 
community even when vendors refuse to acknowledge them or 
assign them a CVE.





https://news.ycombinator.com/item?id=38162996

After the seizure of a ransomware group's infrastructure, a few 
common options emerge: 

Continuing Operations: Some ransomware groups, even with disrupted 
infrastructure, persist by using backup resources or alternative 
communication channels to maintain their operations. 

Rebranding and Evolution: Others opt for rebranding by changing 
their group's name, tactics, and techniques. 

Disbandment: Some ransomware groups disband and disperse members to 
evade law enforcement scrutiny or to simply lay low. 

Sale: In some cases, these operators, who own and develop the 
ransomware code and significant infrastructure, can decide to sell 
what's left of their criminal business to another ambitious group, 
passing on their tools and know-how to continue cybercriminal 
activities. This provides an opportunity for new actors to enter 
the ransomware landscape with a ready-made criminal enterprise.





https://github.com/Aqua-Nautilus/CVE-Half-Day-Watcher



CVE Half-Day Watcher is a security tool designed to 
highlight the risk of early exposure of Common 
Vulnerabilities and Exposures (CVEs) in the public domain. 
It leverages the National Vulnerability Database (NVD) API 
to identify recently published CVEs with GitHub references 
before an official patch is released. By doing so, CVE 
Half-Day Watcher aims to underscore the window of 
opportunity for attackers to "harvest" this information and 
develop exploits. This tool is a proof of concept, ready to 
be built upon and extended.



A vulnerability that is known to the party or parties 
responsible for patching or fixing it. Alarmingly, this 
vulnerability is exposed on some public platforms such as 
GitHub commit/PR/issue, NVD, etc. A patch may have been 
created in the open-source, but the official release is not 
yet available.



What is the risk? These kinds of vulnerabilities may be 
exposed on public platforms (such as NVD, GitHub, etc.), 
making it possible for attackers to harvest them, locate 
the vulnerable code, and even write an exploit. An example: 
imagine a case where there is an open issue on GitHub about 
“unwanted” behavior, and a commit that fixes the vulnerable 
code exists and refers to the issue, but the latest release 
on the GitHub project does not include the commit that 
resolves the issue.



CVE Half-Day Watcher scans the NVD for newly pushed CVEs 
and checks for any GitHub references such as commits, pull 
requests (PRs), or issues linked to these CVEs. It then 
verifies if the commit/PR has been included in a release on 
GitHub (currently for issue it skips this check). If a 
release including the fix is not available, it flags the 
CVE to indicate a possible "half-day" vulnerability 
scenario, where the vulnerability is known but not yet 
patched.





Shameless Self-Promotion



https://www.greynoise.io/blog/slp-sliding-away-with-reflectionamplification-thanks-to-cve-2023-29552





🏷 favicon.ico Scanner 

🏷 Service Location Protocol Scanner 

🏷 phpDocumentor RCE Check 

https://viz.greynoise.io/trends?view=recent
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🏷 CVE-2023-22518: Atlassian Confluence Data Center and Server Improper 
Authorization Vulnerability 

CVE-2023-29552: Service Location Protocol (SLP) Denial-of-Service 
Vulnerability 

🏷 CVE-2023-47246: SysAid Server Path Traversal Vulnerability 

🏷 CVE-2023-36844: Juniper Junos OS EX Series PHP External Variable 
Modification Vulnerability 

🏷 CVE-2023-36845: Juniper Junos OS EX Series and SRX Series PHP External 
Variable Modification Vulnerability 

🏷 CVE-2023-36846: Juniper Junos OS SRX Series Missing Authentication for 
Critical Function Vulnerability 

🏷 CVE-2023-36847: Juniper Junos OS EX Series Missing Authentication for 
Critical Function Vulnerability 

CVE-2023-36851: Juniper Junos OS SRX Series Missing Authentication for 
Critical Function Vulnerability 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog









https://www.cyber.gov.au/smallbusiness/business-continuity-in-a-box
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Comprised of two core components—Continuity of 
Communications and Continuity of Applications—Business 
Continuity in a Box is designed for situations where the 
availability or integrity of an organization’s data and/or 
systems has been compromised. The core components focus on 
keeping communications flowing during an incident and 
establishing interim business-critical applications.



TLP: CLEAR 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
Enduring Security Framework 
November 2023 

 
 
 

Securing the Software Supply Chain: 
Recommended Practices for  

Software Bill of Materials 
Consumption  

 

https://media.defense.gov/2023/Nov/09/2003338086/-1/-1/0/SECURING THE SOFTWARE SUPPLY CHAIN RECOMMENDED PRACTICES FOR SOFTWARE BILL OF MATERIALS CONSUMPTION.PDF

The guide provides best practices for 
developers, suppliers, and customers to 
ensure a secure software supply chain, 
including managing open source software 
and software bills of materials (SBOMs). 
The use of SBOMs is emphasized as they 
provide transparency, improve software 
asset management, and help address 
vulnerabilities. The document also 
discusses risk scoring and the factors 
that contribute to it, such as 
vulnerabilities, licenses, community 
support, and dependencies. 

Key findings include the prevalence of 
open source vulnerabilities and the 
importance of patch management and 
vulnerability management.
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