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https://www.justice.gov/usao-pr/pr/russian-and-moldovan-national-pleads-guilty-operating-illegal-botnet-proxy-service



rom at least June 2019 through December 2022, Makinin developed and 

deployed malicious software to hack thousands of Internet-connected 

devices around the world, including in Puerto Rico.  Makinin 

controlled these infected devices as part of an extensive botnet, 

which is a network of compromised devices.  The main purpose of the 

botnet was to turn infected devices into proxies as part of a for-

profit scheme, which made access to these proxies available through 

Makinin’s websites, proxx.io and proxx.net.  Through those 

websites, Makinin sold illegitimate access to the infected, 

controlled devices to customers seeking to hide their Internet 

activities. A single customer could pay hundreds of dollars a month 

to route traffic through thousands of infected computers.  

Makinin’s publicly-accessible website advertised that he had over 

23,000 “highly anonymous” proxies from all over the world.



“It is no secret that in present times, much criminal activity is 

conducted or enabled through cybernetic means. Cybercriminals seek 

to remain anonymous and derive a sense of security because they 

hide behind keyboards, often thousands of miles away from their 

victims,” said Joseph González, Special Agent in Charge of the 

FBI’s San Juan Field Office. “The FBI’s cyber mission has been to 

impose risk and consequences on our adversaries, ensuring 

cyberspace is no safe space for criminal activity. This case is one 

example of how we are doing just that, and I’d like to thank the 

DOJ’s Computer Crime and Intellectual Property Section, the US 

Attorney’s Office for the District of Puerto Rico, and the FBI San 

Juan Cyber Team for their meticulous and relentless work in this 

case.”
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We want to bring to your attention a concerning 
issue regarding MeridianLink’s compliance with 
the recently adopted cybersecurity incident 
disclosure rules. 

It has come to our attention that MeridianLink, 
in light of a significant breach compromising 
customer data and operational information, has 
failed to file the requisite disclosure under 
Item 1.05 of Form 8-K within the stipulated four 
business days, as mandated by the new SEC rules.





https://www.bloomberg.com/news/articles/2023-11-15/clorox-cyber-chief-leaves-as-recovery-from-cyberattack-continues?srnd=technology-vp#xj4y7vzkg
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The cybersecurity attack damaged portions 
of the…IT infrastructure, which caused 
wide-scale disruption of Clorox’s 
operations. [Clorox] is repairing the 
infrastructure and is reintegrating the 
systems that were proactively taken 
offline. [Clorox] expects to begin the 
process of transitioning back to normal 
automated order processing the week of 
Sept. 25. 

Clorox is still evaluating the extent of 
the financial and business impact. Due to 
the order processing delays and elevated 
level of product outages, [Clorox] now 
believes the impact will be material on 
Q1 financial results.



https://www.sec.gov/Archives/edgar/data/1810019/000181001923000164/rxt-20230930.htm

CVE-2022-41080 OWASSRF/
Microsoft Exchange 
Info Disclosure/RCE

https://viz.greynoise.io/tag/exchange-owassrf-vuln-attempt?days=30

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-41080?ref=thestack.technology


We are named in several lawsuits in connection with the December 2022 ransomware 

incident which caused service disruptions on our Hosted Exchange email business. The 

pending lawsuits seek, among other things, equitable and compensatory relief. We are 

vigorously defending these matters. We do not expect any of these claims, 

individually or in the aggregate, to have a material adverse effect on our 

consolidated financial position or results of operations. However, at this early 

stage in the proceedings, we are not able to determine the probability of the 

outcome of these matters or a range of reasonably expected losses, if any. We 

maintain insurance, including coverage for cyber-attacks, subject to certain 

deductibles and policy limitations, in an amount that we believe appropriate. During 

the three and nine months ended September 30, 2023, we recorded $0.1 million and 

$5.0 million, respectively, of expenses related to the Hosted Exchange incident, 

including costs to investigate and remediate, legal and other professional services, 

and supplemental staff resources that were deployed to provide support to customers. 

We recorded $5.4 million of loss recovery insurance proceeds received or expected to 

be received during the three and nine months ended September 30, 2023.



https://www.bleepingcomputer.com/news/security/toyota-confirms-breach-after-medusa-ransomware-threatens-to-leak-data/

Medusa ransomware gang listed 
TFS to its data leak site on 
the dark web, demanding a 
payment of $8,000,000 to delete 
data allegedly stolen from the 
Japanese company. 

The threat actors gave Toyota 
10 days to respond, with the 
option to extend the deadline 
for $10,000 per day. 



https://viz.greynoise.io/tag/citrix-adc-netscaler-cve-2023-4966-information-disclosure-attempt?days=30



https://iriss.ie/irisscon/#speakers

The skills employed, the 
hacktivists and other threat 
actors are not going anywhere. 
Right now, Russia might be 
overwhelmingly interested in 
Ukraine, but their aims and goals 
remain global. 

These skills will be turned in 
other directions and other 
targets in the future, they will 
be shared in threat actor groups 
online. This is the world you 
need to be preparing for right 
now



https://msrc.microsoft.com/blog/2023/11/reflecting-on-20-years-of-patch-tuesday/



This year is a landmark moment for Microsoft as we observe the 20th 

anniversary of Patch Tuesday updates, an initiative that has become a 

cornerstone of the IT world’s approach to cybersecurity. Originating 

from the Trustworthy Computing memo by Bill Gates in 2002,  

(ED: The “Trustworthy Computing” initiative was abandoned in 2014) 

our unwavering commitment to protecting customers continues to this 

day and is reflected in Microsoft’s Secure Future Initiative announced 

this month. Each month, we deliver security updates on the second 

Tuesday, underscoring our pledge to cyber defense. As we commemorate 

this milestone, it’s worth exploring the inception of Patch Tuesday 

and its evolution through the years, demonstrating our adaptability to 

new technology and emerging cyber threats.



In addition to consolidating patch releases into a monthly schedule, 

we also organized the security update release notes into a 

consolidated location. Prior to this change, customers had to navigate 

through various Knowledge Base articles, making it difficult to find 

the information they needed to secure themselves. Recognizing the need 

for clarity and convenience, we provided a comprehensive overview of 

monthly releases. This change was pivotal at a time when not all 

updates were delivered through Windows Update, and customers needed a 

reliable source to find essential updates for various products.



https://www.youtube.com/watch?
v=nFrpJ3tDoJE&list=PL47-

BvVz5JMpM6s1UnKTIrQwxKuktRym9

 Conference on Applied Machine Learning in Information Security (CAMLIS)



https://www.youtube.com/watch?
v=nFrpJ3tDoJE&list=PL47-

BvVz5JMpM6s1UnKTIrQwxKuktRym9

 Conference on Applied Machine Learning in Information Security (CAMLIS)

Thanks, Dave!





https://github.com/imjasonh/maxcve



Aside from being fun, this image demonstrates how scanners 
work -- and importantly, how they don't work. 

At their most basic, scanners require images (1) tell them 
what OS they are, and (2) tell them what packages they 
contain. This image does both, but it does so in a way that 
is misleading.



https://www.youtube.com/watch?v=9weGi0csBZM



A commonly recommended best practice for security and compliance 
is to scan container images for vulnerabilities before allowing 
them to run inside a cluster. Many organizations codify allow/
deny policies based on the results of these scans, using this 
policy-as-code approach to form the basis of trust. But what 
exactly are container scanners looking for? And can you always 
trust the results? Let’s break this down layer by layer, from an 
attacker perspective. Why do certain changes in the way images 
are built produce wildly varying results? Can the flexibility in 
how container images are built and distributed be used to alter 
or prevent scanning tools from being able to fully understand 
what's in a container? How might clever image builders use these 
tricks to avoid scrutiny from these tools?



Shameless Self-Promotion



https://censys.com/introducing-censys-search-teams/



https://censys.com/discovery-of-ntc-vulkan-infrastructure/



https://censys.com/unleash-the-power-of-censys-search-discovering-more-with-historical-data/



https://www.greynoise.io/blog/getting-a-leg-up-on-initial-access-ransomware-with-cisa-kev-and-greynoise-tags
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🏷 rConfig SQL Injection Attempt (CVE-2020-10546, CVE-2020-10547, 
CVE-2020-10548, CVE-2020-10549) 

🏷 Zemra Botnet CnC Web Panel RCE Attempt 

🏷 Oracle WebLogic CVE-2014-4210 SSRF Attempt (CVE-2014-4210) 

🏷 CrushFTP RCE Attempt (CVE-2023-4177) 

🏷 FSMLabs TimeKeeper RCE Attempt (CVE-2023-31465) 

https://viz.greynoise.io/trends?view=recent
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https://observablehq.com/@greynoise/greynoise-tags



CVE-2023-36033: Microsoft Windows Desktop Window Manager (DWM) Core Library 
Privilege Escalation Vulnerability  

CVE-2023-36025: Microsoft Windows SmartScreen Security Feature Bypass 
Vulnerability  

CVE-2023-36036: Microsoft Windows Cloud Files Mini Filter Driver Privilege 
Escalation Vulnerability  

CVE-2023-36584: Microsoft Windows Mark of the Web (MOTW) Security Feature 
Bypass Vulnerability  

CVE-2023-1671: Sophos Web Appliance Command Injection Vulnerability 🏷 

CVE-2020-2551: Oracle Fusion Middleware Unspecified Vulnerability 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog



https://viz.greynoise.io/tag/sophos-web-appliance-rce-attempt?days=30

🏷 2023-05-01



https://www.cisa.gov/news-events/news/piloting-new-ground-expanding-scalable-cybersecurity-services-protect-broader-critical



CISA is excited to announce a pilot program designed to 
deliver cutting-edge cybersecurity shared services on a 
voluntary basis to critical infrastructure entities that are 
most in need of support. CISA has acted as a managed service 
provider to the federal civilian government for years and 
observed significant risk reduction along with the benefits 
of cost-savings and standardization. Leveraging a new 
authority provided by Congress, we are eager to extend our 
support and enterprise cybersecurity expertise with non-
federal organizations that require additional assistance to 
effectively address cybersecurity risks.



This vulnerability mitigation guidance 
maps CISA’s Cross-Sector Cybersecurity 
Performance Goals (CPGs) to Health and 
Human Services (HHS) and the Health Sector 
Coordinating Council’s (HSCC) joint 
publication: 405(d) Health Industry 
Cybersecurity Practices (HICP): Managing 
Threats and Protecting Patients which is 
detailed in the CPG HICP Crosswalk guide. 
This mitigation guide evaluates the most 
common vulnerabilities exposed in the HPH 
Sector and provides tailored 
recommendations and best practices for HPH 
organizations of all sizes. In addition to 
CPGs, HICPs, and the HPH Sector 
Cybersecurity Framework Implementation 
Guide, CISA recommends manufacturers of 
HPH technology products take actions in 
line with CISA’s Principles and Approaches 
for Security-by-Design and -Default in 
order to reduce the burden of 
cybersecurity on their customers.

This document is marked TLP:CLEAR. Recipients may share this information without 
restriction. Information is subject to standard copyright rules. For more information on the 
Traffic Light Protocol, see http://www.cisa.gov/tlp.  

TLP:CLEAR 

TLP:CLEAR 

November 2023 
Cybersecurity and Infrastructure Security Agency 

Mitigation Guide: Healthcare 
and Public Health (HPH) 
Sector 

https://www.cisa.gov/sites/default/files/2023-11/HPH-Sector-Mitigation-Guide-TLP-CLEAR_508c.pdf
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