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COMING…







https://www.reuters.com/technology/us-britain-other-countries-ink-agreement-make-ai-secure-by-design-2023-11-27/



The United States, Britain, and 18 other countries have signed an 

agreement to make AI systems "secure by design." This is the first 

detailed international agreement on keeping AI safe from misuse. The 

agreement is non-binding and includes recommendations such as 

monitoring AI systems for abuse and protecting data from tampering. 

The director of the U.S. Cybersecurity and Infrastructure Security 

Agency, Jen Easterly, says this is an important step in prioritizing 

security in AI development. The rise of AI has raised concerns about 

its potential for harm, including disrupting democracy and causing 

job loss. Europe is ahead of the U.S. in regulating AI, with 

lawmakers drafting rules. The Biden administration has also been 

pushing for AI regulation. The agreement does not address the 

appropriate uses of AI or how data is gathered.



https://www.europol.europa.eu/media-press/newsroom/news/international-collaboration-leads-to-dismantlement-of-ransomware-group-in-ukraine-amidst-ongoing-war



In a significant international collaboration, law enforcement and 

judicial authorities from seven countries, along with Europol and 

Eurojust, have dismantled a major ransomware operation in Ukraine, 

arresting key figures behind the operation. Amidst the ongoing war 

and Russia's military aggression, 30 properties were searched in 

various regions of Ukraine on November 21, leading to the arrest of 

the 32-year-old ringleader and four of his most active accomplices. 

The operation was supported by over 20 investigators from Norway, 

France, Germany, and the United States, who were deployed to Kyiv to 

assist the Ukrainian National Police, while a virtual command post 

was activated at Europol’s headquarters in the Netherlands to 

analyze the data seized during the house searches.



The individuals under investigation are believed to be part of a 

network responsible for high-profile ransomware attacks against 

organizations in 71 countries, causing losses of hundreds of 

millions of euros. The suspects had different roles within the 

organization, with some involved in compromising the IT networks of 

their targets, and others suspected of laundering cryptocurrency 

payments made by victims. The attackers used various techniques, 

including brute force attacks, SQL injections, and phishing emails, 

to break into networks and remain undetected, compromising as many 

systems as possible before triggering ransomware attacks. The 

investigation determined that the perpetrators encrypted over 250 

servers belonging to large corporations.





https://www.techradar.com/pro/security/top-file-sharing-service-hit-with-embarrassing-security-bug-that-reveals-admin-passwords



ownCloud, a popular file-sharing service, has released three 
critical fixes for vulnerabilities that allowed hackers to 
steal admin credentials, modify and delete files, and 
redirect callbacks. These flaws were found in different 
components of the software and were given high severity 
scores. The first flaw, with a severity score of 10, can be 
used to steal login data and configuration information. The 
second flaw, with a severity score of 9.8, allows hackers to 
bypass authentication and access files. The third flaw, with 
a severity score of 9, is a subdomain validation bypass that 
can be used to redirect callbacks to a domain controlled by 
the attacker. These vulnerabilities can lead to data theft, 
identity theft, and phishing attacks. It is advised for 
users to apply the fixes immediately to ensure the security 
and integrity of the ownCloud platform. Other file-sharing 
services have also recently been breached, highlighting the 
importance of addressing these security issues.



https://www.greynoise.io/blog/cve-2023-49103-owncloud-critical-vulnerability-quickly-exploited-in-the-wild



https://viz.greynoise.io/tag/owncloud-graph-api-information-disclosure?days=3



https://www.akamai.com/blog/security-research/new-rce-botnet-spreads-mirai-via-zero-days



The Akamai Security Intelligence Response Team (SIRT) has discovered 
two zero-day vulnerabilities with remote code execution (RCE) 
functionality exploited in the wild. The vulnerabilities are being 
actively exploited to build a distributed denial-of-service (DDoS) 
botnet. The botnet leverages the Mirai malware family and targets 
routers and network video recorder (NVR) devices with default admin 
credentials, installing Mirai variants when successful. The 
vulnerabilities have been reported to the vendors, and updates about 
impacted models and patch availability are expected in December 2023. 
The botnet activity primarily uses the older JenX Mirai malware variant 
and the hailBot Mirai variant. The C2 domains in this cluster contain 
racial epithets, offensive language, or generally inappropriate terms. 
The Akamai SIRT is working with CISA/US-CERT, and JPCERT to notify 
vendors of the impacted devices and has provided Snort and YARA rules 
to help defenders identify exploit attempts and possible infections in 
their environments. The SIRT plans to publish a follow-up blog post 
with additional details and deeper coverage of the devices and exploit 
payloads once the vendors and CERTs feel confident that responsible 
disclosure, patching, and remediation have run their course.





https://techcrunch.com/2023/11/27/ransomware-catastrophe-at-fidelity-national-financial-causes-panic-with-homeowners-and-buyers/



Fidelity National Financial (FNF), a leading provider of 
title insurance and escrow services, recently experienced a 
significant cyberattack that has caused widespread concern 
and disruption. The attack was first announced in a 
regulatory filing with the U.S. Securities and Exchange 
Commission (SEC) on November 19, 2023. The company blocked 
access to certain systems as a containment measure, which 
resulted in disruptions to its business, affecting services 
related to title insurance, escrow, mortgage transactions, 
and technology to the real estate and mortgage industries.



The investigation into the incident revealed that an 
unauthorized third party gained access to certain FNF 
systems and stole certain credentials. The company has not 
yet disclosed the specific nature of the stolen credentials 
or the extent of the data breach. 

The cyberattack has had significant downstream effects on 
the real estate industry, with many scheduled home-sale 
closings being halted as a result. The company's website was 
down at the time of reporting, and customers have reported 
difficulties in contacting FNF and its subsidiaries.



🎗In August, a massive cyberattack targeted Rapattoni 
Corporation, a major provider of Multiple Listing Services 
(MLS) to regional real estate groups across the U.S. The 
attack rendered MLS systems unusable, preventing real estate 
markets from listing new homes, changing prices, marking 
homes as pending/contingent/sold, or listing open houses



Fidelity National Financial, Inc. (“FNF” or the 
“Company”) recently became aware of a cybersecurity 
incident that impacted certain FNF systems, and 
promptly commenced an investigation, retained leading 
experts to assist the Company, notified law 
enforcement authorities, and implemented certain 
measures to assess and contain the incident. Among 
other containment measures, we blocked access to 
certain of our systems, which resulted in disruptions 
to our business. For example, the services we provide 
related to title insurance, escrow and other title-
related services, mortgage transaction services, and 
technology to the real estate and mortgage 
industries, have been affected by these measures. Our 
majority-owned subsidiary, 

F&G Annuities & Life, a leading provider of insurance 
solutions, was not impacted by the incident. 

Based on our investigation to date, FNF has 
determined that an unauthorized
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https://www.bleepingcomputer.com/news/security/auto-parts-giant-autozone-warns-of-moveit-data-breach/



AutoZone, a major auto parts retailer, has warned its customers 

of a data breach that occurred as part of the Clop MOVEit file 

transfer attacks. The breach, which was caused by a zero-day 

vulnerability, resulted in the compromise of data belonging to 

184,995 people. The company took three months to determine the 

extent of the breach and what data was stolen. The leaked data, 

which was published by the Clop ransomware gang, does not 

include any customer information but does contain sensitive 

employee data. The gang is expected to receive over $75 million 

in extortion payments from companies impacted by the MOVEit 

attacks. AutoZone has covered the cost of identity theft 

protection for affected individuals and advises them to remain 

vigilant for the next 24 months.



https://konbriefing.com/en-topics/cyber-attacks-moveit-victim-list.html



https://www.theregister.com/2023/11/22/microsofts_bug_bounty_moussouris/



Microsoft's bug bounty program, which rewards security researchers for identifying 

software vulnerabilities, celebrated its 10th anniversary this year. Over the past 

decade, the program has paid out $63 million, with $60 million awarded in the last 

five years alone. The initiative faced internal resistance when it was first launched, 

but has since grown significantly, especially since 2018. In 2019, Microsoft doubled 

the number of bounty reports, program participants, and awards compared to the 

previous year. In 2020, the company introduced higher awards for serious 

vulnerabilities, leading to a 50% increase in the discovery of zero-click Remote Code 

Execution or cross-tenant vulnerabilities. Katie Moussouris, who played a key role in 

establishing the program, believes that while bug bounty programs are important, they 

should not replace secure software development. She advocates for a "concrete feedback 

loop," where bug bounty findings are integrated into secure development life cycles. 

Moussouris also suggests setting meaningful metrics to assess program success, such as 

reducing or eliminating classes of vulnerabilities. She also emphasizes the need for 

bug bounty programs to inform live incident response and threat intelligence. Despite 

the success of such programs, Moussouris does not believe they have made software more 

secure.



https://msrc.microsoft.com/blog/2023/11/celebrating-ten-years-of-the-microsoft-bug-bounty-program-and-more-than-60m-awarded/



https://dl.acm.org/doi/10.1145/3605758.3623498



This research paper that examines the cybersecurity risks associated with the use of IoT 

devices in agriculture, specifically dairy farming &highlights how farmers are 

increasingly relying on technology for tasks such as crop management, greenhouse 

automation, and autonomous milking, which has led to increased efficiency and expansion 

opportunities. However, this technological advancement also increases the risk of cyber 

attacks, which could have devastating effects on individual farms and the wider food 

supply chain. The researchers conducted a detailed analysis of the security of collars 

used for health monitoring of cows in smart dairy farms. They successfully reverse-

engineered the wireless protocol and demonstrated the ability to inject false data into 

the system, posing as one of the sensors. The tests revealed that both the system 

receiving signals from the sensors and the data endpoint software are vulnerable to data 

injection. The paper underscores the specific threats from these vulnerabilities and 

suggests potential countermeasures that could be integrated into the sensors in the 

future. The authors also reference instances of cyber attacks on farming cooperatives, 

emphasizing the real-world implications of their findings





https://www.haveibeensquatted.com/





Shameless Self-Promotion



https://censys.com/tracking-vidar-infrastructure/



https://censys.com/subtle-air-movements-and-femtosecond-response-times/



🏷 Movable Type mt-upgrade.cgi RCE Attempt 

🏷 ownCloud Graph API Information Disclosure 

🏷 MantisBT SOAP API Version Check 

🏷 74CMS SQL Injection Attempt 

https://viz.greynoise.io/trends?view=recent
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CVE-2023-4911: GNU C Library Buffer Overflow Vulnerability 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog



https://www.cisa.gov/stopransomware/ive-been-hit-ransomware



https://rud.is/kev/
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