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🏷 
TAGSMAS 

IS 
HERE!

https://www.greynoise.io/12-days-of-tagsmas





https://www.trinitycyber.com/





https://docs.newrelic.com/docs/security/new-relic-security/security-bulletins/security-bulletin-nr23-01-security-advisory/



New Relic identified unauthorized access to their 
staging environment two weeks ago. 

The staging environment provides insights into 
customer usage and certain logs. 

Customer telemetry and application data, which is sent 
to New Relic via their platform, is not stored in the 
staging environment. 

An investigation revealed that the unauthorized access 
was due to stolen credentials and social engineering 
related to a New Relic employee account.



The unauthorized actor used the stolen credentials to 
view certain customer data within the staging 
environment. 

Customers confirmed to be affected by this incident 
have been notified and given recommended next steps. 

There is no evidence of lateral movement from the 
staging environment to customer accounts in the 
separate production environment or to New Relic’s 
production infrastructure.





https://www.wordfence.com/blog/2023/12/psa-fake-cve-2023-45124-phishing-scam-tricks-users-into-installing-backdoor-plugin/



A phishing campaign is targeting WordPress users. 

The campaign tricks victims into installing a malicious 
backdoor plugin on their site. 

The phishing email claims to be from the WordPress team and 
warns of a Remote Code Execution vulnerability on the user’s 
site with an identifier of CVE-2023-45124, which is not 
currently a valid CVE. 

The email prompts the victim to download a “Patch” plugin 
and install it. 

If the victim downloads the plugin and installs it on their 
WordPress site, the plugin is installed with a slug of 
wpress-security-wordpress and adds a malicious administrator 
user with the username wpsecuritypatch.



The malicious plugin also includes functionality to ensure 
that this user remains hidden. 

Additionally, it downloads a separate backdoor from 
wpgate[.]zip and saves it with a filename of wp-autoload.php 
in the webroot. 

This separate backdoor includes a hardcoded password that 
includes a file manager, a SQL Client, a PHP Console, and a 
Command Line Terminal, in addition to displaying server 
environment information.





www.opencve.io



https://github.com/opencve/opencve





Shameless Self-Promotion



https://www.labs.greynoise.io//grimoire/2023-11-29-owncloud-redux/



https://www.greynoise.io/resources/noiseletter-november-2023



http://www.greynoise.io/events/webinar-greynoise-sift-how-to-leverage-the-power-of-ai-ml-to-improve-threat-analysis



http://www.greynoise.io/events/webinar-series-greynoise-tags-deep-dive



🏷 Apache Struts2 includeParams RCE Attempt 

🏷 China Chopper Webshell 

🏷 PHP Utility Belt RCE Attempt 

https://viz.greynoise.io/trends?view=recent



https://www.cisa.gov/news-events/alerts/2023/12/01/cisa-removes-one-known-exploited-vulnerability-catalog

CVE-2022-28958



https://viz.greynoise.io/tag/dlink-dir816-rce-attempt?days=30



WE NEED 

TO TALK 

ABOUT 

KEV



https://observablehq.com/@greynoise/greynoise-tags



Google Skia Integer Overflow Vulnerability (CVE-2023-6345) 

ownCloud graphapi Information Disclosure Vulnerability (CVE-2023-49103) 

Apple Multiple Products WebKit Memory Corruption Vulnerability 
(CVE-2023-42917) 

Apple Multiple Products WebKit Out-of-Bounds Read Vulnerability 
(CVE-2023-42916) 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog



https://www.cisa.gov/news-events/alerts/2023/12/01/cisa-removes-one-known-exploited-vulnerability-catalog

CVE-2022-28958 was rejected from the CVE list because further 

investigation showed that it was not a security issue. This CVE was 

initially reported as a remote code execution (RCE) vulnerability in 

the D-Link DIR816L_FW206b01 firmware, specifically via the value 

parameter at shareport.php. However, this claim was disputed by a third 

party. 

A detailed analysis by VulnCheck found that CVE-2022-28958 is not a 

real vulnerability and at-scale exploitation has never occurred. The 

vulnerability was initially reported to be exploited by Moobot, a 

Mirai-like botnet, but this was found to be incorrect. The report also 

pointed out that without a working bypass, an attacker would need to be 

authenticated to the device, a detail that was overlooked when 

assigning CVE-2022-28958 a CVSSv3 score of 9.8.



https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-335a



The IRGC is an Iranian military organization that the United States 

designated as a foreign terrorist organization in 2019. IRGC-affiliated 

cyber actors using the persona “CyberAv3ngers” are actively targeting 

and compromising Israeli-made Unitronics Vision Series programmable 

logic controllers (PLCs). These PLCs are commonly used in the Water and 

Wastewater Systems (WWS) Sector and are additionally used in other 

industries including, but not limited to, energy, food and beverage 

manufacturing, and healthcare. The PLCs may be rebranded and appear as 

different manufacturers and companies. In addition to the recent CISA 

Alert, the authoring agencies are releasing this joint CSA to share 

indicators of compromise (IOCs) and tactics, techniques, and procedures 

(TTPs) associated with IRGC cyber operations.



Since at least November 22, 2023, these IRGC-affiliated cyber actors 

have continued to compromise default credentials in Unitronics devices. 

The IRGC-affiliated cyber actors left a defacement image stating, “You 

have been hacked, down with Israel. Every equipment ‘made in Israel’ is 

CyberAv3ngers legal target.” The victims span multiple U.S. states. The 

authoring agencies urge all organizations, especially critical 

infrastructure organizations, to apply the recommendations listed in 

the Mitigations section of this advisory to mitigate risk of compromise 

from these IRGC-affiliated cyber actors



Storm⚡Watch


