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https://www.bleepingcomputer.com/news/security/mortgage-firm-loandepot-cyberattack-impacts-it-systems-payment-portal/
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Re: Notice of Data Security Event 
 
  
 
At loanDepot, we take privacy very seriously. It is therefore important that we make you aware of data 
privacy issues that may affect you. Below you will find information about an incident that may have 
impacted your personal information and the steps we are taking to protect your information.  

What Happened 
On August 3, 2022, we observed anomalous activity on our IT network. We promptly launched an 
investigation and took a series of immediate steps designed to remediate the issue. loanDepot then engaged 
a leading cybersecurity firm to further secure our systems, determine the root cause, and further protect 
your information. loanDepot also reported the event to regulators. 

loanDepot identified brief unauthorized access to a small number of internal accounts; this access was 
terminated and the incident was remediated within three hours. This incident has not affected your loan 
or our servicing of your account in any way. However, it is possible that the unauthorized actor could have 
accessed documents containing your personal information, as described below. There is no evidence that 
any personal data has been misused, but out of an abundance of caution, we wanted to notify anyone that 
may be affected.  

What Information Was Involved 
Our records indicate that your name and DATA may have been accessed.  

What We Are Doing 
We took a series of immediate steps to remediate the issue, engaged a leading cybersecurity firm to 
investigate the incident and further protect your information, and we implemented processes and 
protocols designed to prevent this, or something like this, from happening again. 

What You Can Do 
As discussed further below, we recommend you remain vigilant with respect to reviewing your account 
statements and credit reports. In addition, to help protect your identity from misuse, we are offering a 
complimentary 24 month membership of Experian’s® IdentityWorksSM.  This product provides you with 
superior identity detection and resolution of identity theft.  To activate your membership and start 
monitoring your personal information please follow the steps below:  

• Ensure that you enroll by: August 31, 2023 (Your code will not work after this date.) 
• Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit  
• Provide your activation code:  
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https://www.mass.gov/doc/assigned-data-breach-number-29545-loandepot-inc/download

On August 3, 2022, we observed 
anomalous activity on our IT 
network. We promptly launched an 
investigation and took a series 
of immediate steps designed to 
remediate the issue. loanDepot 
then engaged a leading 
cybersecurity firm to further 
secure our systems, determine 
the root cause, and further 
protect your information. 
loanDepot also reported the 
event to regulators. 





2024



https://www.malwarebytes.com/blog/news/2024/01/23andme-blames-negligent-breach-victims-says-its-their-own-fault 
https://www.economist.com/international/2023/12/31/how-ransomware-could-cripple-countries-not-just-companies 

https://krypt3ia.wordpress.com/2024/01/04/threat-intelligence-report-the-potential-for-global-disinformation-and-
misinformation-campaigns-for-2024/
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https://www.sec.gov/edgar/search/#/q=incident&dateRange=custom&startdt=2023-12-01&enddt=2024-01-09
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https://go.censys.com/JanuaryLunchandLearn_Registration.html



https://www.greynoise.io/blog/cve-2022-1471-snakeyaml-deserialization-deep-dive



https://www.greynoise.io/blog/mining-the-undiscovered-country-with-greynoise-eap-sensors-f5-big-ip-edition



https://www.greynoise.io/events/webinar-series-greynoise-tags-deep-dive



🏷 Apache OFBiz Authentication Bypass Attempt (CVE-2023-51467) 

🏷 YAML Insecure Deserialization (CVE-2022-1471, CVE-2023-43654, 
CVE-2022-21404, CVE-2022-31691, CVE-2021-41110, CVE-2021-21249, 
CVE-2020-1947, CVE-2016-8744, CVE-2016-9606, CVE-2017-3159) 

🏷 GLPI CVE-2013-5696 Attempt (CVE-2013-5696) 

https://viz.greynoise.io/trends?view=recent
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https://observablehq.com/@greynoise/greynoise-tags



https://en.wikipedia.org/wiki/Trimean

KEV Release Delta (Days)

 The most likely release frequency delta is 4 days 

 You Are Here 



🏷 CVE-2023-23752: Joomla! Improper Access Control 

🏷 CVE-2023-27524: Apache Superset Insecure Default Resource Initialization 

🏷 CVE-2023-29300: Adobe ColdFusion Deserialization of Untrusted Data  

⏳ CVE-2016-20017: D-Link DSL-2750B Devices Command Injection 

⏳ CVE-2023-38203: Adobe ColdFusion Deserialization of Untrusted Data 

❌ CVE-2023-41990: Apple Multiple Products Code Execution Vulnerability

+ Four More From Long Ago


