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https://pod.greynoise-storm.watch/

https://show.greynoise-storm.watch/





https://cyberpolice.gov.ua/news/zavdav-providnij-svitovij-kompaniyi-sotni-miljoniv-zbytkiv-kiberpolicziya-ta-slidchi-naczpolu-vykryly-xakera-2238/



https://www.bleepingcomputer.com/news/security/hacker-spins-up-1-million-virtual-servers-to-illegally-mine-crypto/
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The Universe of Ivanti CVEs Across All Products Since 2017



Cumulative Sum Of Weekly Ivanti CVE Releases Since 2017



Pulse Connect Secure 7

Connect Secure and Policy Secure 2

Endpoint Manager Mobile (EPMM) 2

MobileIron Multiple Products 1

Pulse Connect Secure and Pulse Policy Secure 1

Sentry 1

KEV’d Ivanti CVEs



https://www.volexity.com/blog/2024/01/15/ivanti-connect-secure-vpn-exploitation-goes-global/





2024



https://www.theregister.com/2024/01/09/sec_bitcoin_etf_hacked/ 
https://securityaffairs.com/157296/cyber-crime/mandiant-x-account-hacked-2.html



https://www.nbcnews.com/tech/security/nsa-hacker-ai-bot-chat-chatgpt-bard-english-google-openai-rcna133086



https://infosec.exchange/@cR0w/111732515111789725



https://grahamcluley.com/stuxnet-the-malware-that-cost-a-billion-dollars/



https://www.securityweek.com/law-firm-orrick-reveals-extensive-data-breach-over-half-a-million-affected/



Between February 28 and March 13, 2023, the company 
said attackers had unauthorized access to a portion 
of its network, including a file share storing files 
related to Orrick’s clients. 

“Orrick has identified no evidence of further 
unauthorized activity since detecting the security 
incident on March 13,” the company said. 

Orrick said its analysis of the exposed files 
determined that personal information pertaining to 
the customers of its clients was compromised in the 
attack, and that notification letters were sent to 
the impacted individuals starting June 2023. 

Some of these individuals, the law firm said, were 
customers of companies that suffered data breaches. 
Their information was shared with Orrick to 
facilitate the provision of legal counseling to 
those companies.





https://github.com/Casualtek/Cyberwatch



Cyberwatch is a project that aims to 
build a consolidated RSS feed for 
articles about cyberattacks. The feed 
consolidates information from various 
sources, making it easier for defenders 
to stay updated on the latest 
cybersecurity news and trends. 

Now, what's in the individual records? 
You'll find there the name of the 
victim, the country, the date, a short 
description of the situation, and a 
link to the original news story …
extracted from the original news story 
with the help of ChatGPT (the output is 
checked manually).



Shameless Self-Promotion



https://censys.com/cve-2024-21591-juniper-j-web-oob-write-vulnerability/



https://go.censys.com/JanuaryLunchandLearn_Registration.html



https://www.greynoise.io/events/webinar-series-greynoise-tags-deep-dive



https://www.greynoise.io/resources/2023-greynoise-retrospective-internet-exploitation-report



•Critical 2023 Exploits: Explore detailed information on three notable 
vulnerabilities: Progress MOVEit Transfer, Citrix NetScaler ADC/
NetScaler Gateway, and PaperCut MF/NG, understanding their impact, 
exploitation methods, and affected sectors. 

•Key Statistics: Discover key statistics on GreyNoise tags, covering 
290 new tags and 242 Common Vulnerabilities and Exposures (CVEs) in 
2023, highlighting their proactive role in identifying and responding 
to internet probes and attacks. 

•Active Defense and Incident Response: Understand how GreyNoise's tag 
taxonomies, enriched with modern defender frameworks like MITRE 
ATT&CK, CAPEC, and CWE, empower organizations to respond proactively 
to emerging threats and exploits.



🏷 Jboss Application Server Check (CVE-2017-12149) 

🏷 Ivanti Connect Secure (ICS) Scanner 

🏷 GitLab Account Takeover Attempt (CVE-2023-7028) 

🏷 ThinkPHP RCE Attempt 

https://viz.greynoise.io/trends?view=recent
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https://observablehq.com/@greynoise/greynoise-tags



CVE-2023-29357: Microsoft SharePoint Server Privilege Escalation  

CVE-2023-46805: Ivanti Connect Secure & Policy Secure Authentication Bypass 

CVE-2024-21887: Ivanti Connect Secure & Policy Secure Command Injection 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog


