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CYBER 
SPOTLIGHT



https://www.newhopefreepress.com/2024/01/22/bucks-county-computer-aided-dispatch-system-out-of-service/



Bucks County's computer-aided dispatch (CAD) system 
experienced an outage, which authorities believe was 
caused by a cyberattack. The CAD system is used by 
dispatchers, 9-1-1 call-takers, and responders to 
input and broadcast addresses and developing 
information on incidents. The outage impacted local 
law enforcement agencies, fire companies, and 
ambulance squads. The 9-1-1 center remained 
operational and continued to receive calls and 
dispatch local crews as necessary. County officials 
are working to restore the CAD service, and incident 
documentation is being kept on a backup system. Due 
to the incident, the county's access to statewide and 
federal law enforcement databases was disabled.



Global Cybersecurity 
Outlook 2024
I N S I G H T  R E P O R T

J A N U A R Y  2 0 2 4

In collaboration 
with Accenture

https://www.weforum.org/publications/global-cybersecurity-outlook-2024/

ALLIANZ COMMERCIAL

Allianz Risk Barometer
Identifying the major business risks for 2024

The most important corporate concerns for the year 
ahead, ranked by 3,069 risk management experts from 
92 countries and territories

https://commercial.allianz.com/news-and-insights/expert-risk-articles/allianz-risk-barometer-2024-cyber-incidents.html















The lion’s share of IT security budgets is 
currently spent on prevention with around 35% 

directed to detection and response.  

“However, if undetected an intrusion can 
quickly escalate, and once data is 
encrypted and / or stolen, the costs 

snowball – as much as 1,000 times higher 
than if an incident is detected and 

contained early. 

The difference between a €20,000 loss 
turning into a €20mn one,” 

explains Michael Daum, Global Head of Cyber 
Claims at Allianz Commercial.





https://github.com/joeavanzato/LogBoost



Shameless Self-Promotion



https://censys.com/cve-2023-34048-vmware-vcenter/



https://www.greynoise.io/blog/the-confusing-history-of-f5-big-ip-rce-vulnerabilities



https://www.greynoise.io/events/webinar-series-greynoise-tags-deep-dive



https://www.greynoise.io/resources/2023-greynoise-retrospective-internet-exploitation-report



🏷 Adobe ColdFusion CVE-2023-38203 RCE Attempt (CVE-2023-38203) 

🏷 TikiWiki Sirius jhot.php RCE Attempt (CVE-2006-4602) 

🏷 Narcissus Image Configuration RCE Attempt 

🏷 Adobe ColdFusion CVE-2023-44353 RCE Attempt (CVE-2023-44353) 

🏷 JetNexus/EdgeNexus RCE Attempt (CVE-2022-37718) 

🏷 MajorDoMo RCE attempt (CVE-2023-50917) 

🏷 WordPress LearnPress RCE Attempt (CVE-2023-6634) 

🏷 Ivanti Connect Secure (ICS) RCE Attempt (CVE-2023-46805, CVE-2024-21887) 

🏷 Atlassian Confluence Template Injection RCE Attempt (CVE-2023-22527) 

🏷 SonicOS RCE Attempt (CVE-2022-22274, CVE-2023-0656) 

🏷 ESAFENET DLP dataimport RCE 

🏷 Wordpress CVE-2023-6875 Auth Bypass Attempt (CVE-2023-6875) 

https://viz.greynoise.io/trends?view=recent



















https://observablehq.com/@greynoise/greynoise-tags



CVE-2018-15133: Laravel Deserialization of Untrusted Dat 

CVE-2024-0519: Google Chromium V8 Out-of-Bounds Memory Access 

CVE-2023-6549: Citrix NetScaler ADC and NetScaler Gateway Buffer Overflow 

CVE-2023-6548: Citrix NetScaler ADC and NetScaler Gateway Code Injection 

CVE-2023-35082: Ivanti Endpoint Manager Mobile (EPMM) & MobileIron Core Auth Bypass 

CVE-2023-34048: VMware vCenter Server Out-of-Bounds Write 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog


