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HIGH 
FIVE



https://www.reuters.com/technology/cybersecurity/lockbit-cybercrime-gang-
disrupted-by-international-police-operation-2024-02-19/



• 2,300 attacks since it emerged in late 2019 

• Attempted to extort $70 million from 
Taiwanese chipmaker TSMC 

• Made $91 million in 2022 

• 21 percent of all known ransomware attacks 
from January 2023 to December 2023



• Attack on the United Kingdom’s Royal Mail 

• Canadian Children’s Hospital 

• Capital Health 

• Industrial and Commercial Bank of China 

• Fulton County, Georgia 

• Alleged Extortion of TSMC



https://www.justice.gov/opa/pr/justice-department-conducts-court-authorized-disruption-botnet-controlled-russian



• A network of hundreds of small office/home office 
(SOHO) routers was neutralized in a court-
authorized operation in January 2024 

• The network was controlled by GRU Military Unit 
26165, known by various names including APT 28 and 
Fancy Bear 

• The operation targeted routers infected 
with "Moobot" malware, used by the GRU for 
cyber espionage 

• It marks the third time since Russia's invasion of 
Ukraine that the U.S. has stripped Russian 
intelligence services of a key cyber tool



• The GRU did not create the botnet from scratch but 
repurposed it using Moobot malware, initially installed by 
non-GRU cybercriminals on Ubiquiti Edge OS routers with 
default passwords 

• The operation involved copying and deleting stolen and 
malicious data from compromised routers 

• It also modified routers' firewall rules to block remote 
management access, temporarily disrupting GRU's access 

• Temporary collection of non-content routing information 
was enabled to expose GRU attempts to thwart the operation



HEADS 
UP



https://documentation.solarwinds.com/en/success_center/arm/content/release_notes/
arm_2023-2-3_release_notes.htm



• CVE-2023-40057: Successful exploitation of the input 
validation vulnerability may allow an authenticated 
attacker to abuse a SolarWinds service to perform remote 
code execution 

• CVE-2024-23476: Successful exploitation of the directory 
traversal vulnerability may allow an unauthenticated 
attacker to perform remote code execution 

• CVE-2024-23479: Successful exploitation of the directory 
traversal vulnerability may allow an unauthenticated 
attacker to perform remote code execution



https://github.com/I-S00N/I-S00N/



https://github.com/mttaggart/I-S00N/blob/main/README-en.md



https://threadreaderapp.com/thread/1759326049262019025.html



• Shanghai Anxun is a Chinese government spyware vendor. 

• Custom Remote Access Trojans (RATs) for all major operating 
systems, which allow remote control over infected devices. 

• Tools designed to unmask social media users, likely for 
surveillance or intelligence-gathering purposes. 

• Distributed Denial of Service (DDoS) systems, which can overwhelm 
targeted servers with traffic, rendering them inaccessible. 

• A Tor-like device for agents working overseas, providing a secure 
and anonymous communication channel. 

• Dedicated hardware disguised as everyday objects like power strips 
or external batteries, capable of compromising Wi-Fi networks.



https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-046a



 A state government organization was notified that 
documents containing host and user information, 
including metadata, were posted on a dark web 
brokerage site. 

 Compromised account used to access a state government 
organization. 

 The incident involved the compromise through network 
administrator credentials of a former employee, which 
allowed the threat actor to successfully authenticate 
to an internal virtual private network (VPN) access 
point. 

 The advisory provides network defenders with the 
tactics, techniques, and procedures (TTPs) utilized 
by a threat actor and methods to protect against 
similar exploitation.



CYBER 
SPOTLIGHT



https://infosec.exchange/@tsupasat/111936670855414515

https://eclypsium.com/blog/flatlined-
analyzing-pulse-secure-firmware-and-

bypassing-integrity-checking/



Pulse Secure runs an 
11-year-old version of 
Linux which hasn't been 

supported since 
November 2020



• Linux kernel 2.6.32 (end of life in February 2016) 

• OpenSSL 1.0.2n (December 2017) 

• Python 2.6.6 (August 2010) 

• Perl v5.6.1 built for i386-linux (not x64, April 2001) 

• Bash 4.1.2 which, surprisingly, has been patched for 
Shellshock 

• A number of outdated libraries with known CVEs and 
exploits as seen below



“There’s also a huge security hole in the logic 
of their script: it excludes over a dozen 
directories from being scanned, meaning an 
attacker could theoretically leave their 
persistent C2 implants in one of these paths and 
the device will still pass the integrity check! 
There is a persistent storage partition mounted 
as /data on the device and this entire partition 
is excluded as are /etc, /tmp, /var and others. 
Ivanti uses the /home partition to store all 
their product specific daemons and configuration 
files and this is scanned by their tool, in 
theory, this might detect attackers modifying 
system files but it does leave a large post-
exploitation persistence surface for attackers.”



The vast majority of the Pulse 
Secure GUI is written in Perl 

O_o



https://www.ntia.gov/page/software-bill-materials





https://www.rezonate.io/blog/top-10-features-to-enhance-your-okta-security-posture/



SHAMELESS 
SELF-PROMOTION



https://www.greynoise.io/blog/weve-hired-ash-devata-as-ceo-at-greynoise-and-i-get-my-dream-job



https://www.labs.greynoise.io//grimoire/2024-02-what-is-this-old-ivanti-exploit/



TAG 
ROUND-UP



🏷 Yunabao Cloud Box FastJson RCE Attempt 

🏷 QNAP QTS Command Injection CVE-2023-47218 Attempt (CVE-2023-33617) 

🏷 Ivanti Connect Secure XXE CVE-2024-22024 Attempt (CVE-2024-22024) 

🏷 IBM Maximo Asset Management Information Disclosure Attempt 
(CVE-2020-4463) 

🏷 Hadoop Scanner 

🏷 HP SiteScope issueSiebelCmd RCE Attempt (CVE-2013-4835) 

🏷 Wordpress SupportCandy SQLi Attempt 

https://viz.greynoise.io/trends?view=recent
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https://observablehq.com/@greynoise/greynoise-tags



CVE-2024-21412: Microsoft Windows Internet Shortcut Files Security Feature Bypass 

CVE-2024-21351: Microsoft Windows SmartScreen Security Feature Bypass 

CVE-2020-3259:  Cisco ASA and FTD Information Disclosure 

CVE-2024-21410: Microsoft Exchange Server Privilege Escalation 

https://www.cisa.gov/known-exploited-vulnerabilities-catalog


