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VMware has recently addressed a series of 
critical vulnerabilities:CVE-2024-22252, 
CVE-2024-22253, CVE-2024-22254, and 
CVE-2024-22255, affecting VMware ESXi, 
Workstation, Fusion, and Cloud Foundation.

 https://www.securityweek.com/vmware-patches-critical-esxi-sandbox-escape-flaws/



CVE-2024-22252 & CVE-2024-22253 

Critical use-after-free weaknesses in the XHCI and 
UHCI USB controllers.  

Enable a malicious actor with local administrative 
privileges on a virtual machine to execute code as 
the virtual machine's VMX process running on the 
host. 

While on ESXi, the exploitation is contained within 
the VMX sandbox, on Workstation and Fusion, it could 
lead to code execution on the host machine itself.



CVE-2024-22254 & CVE-2024-22255 

OOB write weakness in VMware ESXi that could enable a 
threat actor with VMX process privileges to escape 
the sandbox. 

Information disclosure weakness in the UHCI USB 
controller that could allow an attacker with 
administrative access to a virtual machine to leak 
memory from the vmx process.



In addition to these vulnerabilities, 
VMware has also recently urged admins to 
uninstall a deprecated vSphere plugin that 
could be exploited for authentication relay 
and session hijack attacks.



https://kev.hrbrmstr.app/02-vendor-vulns
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Year Overflow

Memory 

Corruption Sql Injection XSS

Directory 

Traversal

File 

Inclusion CSRF XXE SSRF

Open 

Redirect

Input 

Validation

2014 0 2 0 1 1 0 5 4 0 0 2

2015 0 0 0 1 0 0 0 0 0 0 4

2016 6 6 0 6 3 2 1 3 0 0 0

2017 10 9 0 8 0 1 2 2 1 0 3

2018 2 4 0 2 3 1 1 0 0 1 2

2019 1 7 0 1 1 0 0 1 0 0 0

2020 2 10 3 5 4 0 1 0 0 1 3

2021 0 1 2 5 4 0 0 0 9 1 2

2022 1 5 1 6 2 0 1 2 1 0 0

2023 1 7 0 1 3 0 1 1 0 2 0

2024 0 2 0 2 0 0 0 0 0 0 0

Total 23 53 6 38 21 4 12 13 11 5 16



Year Code Execution Bypass Privilege Escalation Denial of Service Information Leak

2014 0 0 0 8 1

2015 3 1 1 8 0

2016 6 3 3 9 3

2017 20 2 5 12 5

2018 12 2 6 7 8

2019 4 1 3 11 9

2020 14 4 12 15 5

2021 10 6 11 10 16

2022 21 7 17 11 15

2023 10 1 10 12 6

2024 2 2 3 1 4

Total 102 29 71 104 72



๏ Founded in 1998 

๏ VMware Workstation released in 1999 

๏ Acquired by EMC in 2004 

๏ Dell acquired EMC in 2016 

๏ Spun off in 2021 

๏ Acquired by Broadcom in 2023 ($69b)
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https://therecord.media/microsoft-warning-svr-russia-breach-stolen-information



https://www.sec.gov/Archives/edgar/data/789019/000119312524062997/d808756d8ka.htm



As disclosed in the Original Filing, the Company detected that 
beginning in late November 2023, a nation-state threat actor had 
gained access to and exfiltrated information from a very small 
percentage of employee email accounts including members of our 
senior leadership team and employees in our cybersecurity, legal, 
and other functions. Since the date of the Original Filing, the 
Company has determined that the threat actor used and continues 
to use information it obtained to gain, or attempt to gain, 
unauthorized access to some of the Company’s source code 
repositories and internal systems. The threat actor’s ongoing 
attack is characterized by a sustained, significant commitment of 
the threat actor’s resources, coordination, and focus. Our active 
investigations of the threat actor’s activities are ongoing, 
findings of our investigations will continue to evolve, and 
further unauthorized access may occur.



“We have increased our security investments, cross-enterprise 
coordination and mobilization, and have enhanced our ability to 
defend ourselves and secure and harden our environment against 
this advanced persistent threat. We continue to coordinate with 
federal law enforcement with respect to its ongoing 
investigation of the threat actor and the incident.” 

“As of the date of this filing, the incident has not had a 
material impact on the Company’s operations. The Company has not 
yet determined that the incident is reasonably likely to 
materially impact the Company’s financial condition or results 
of operations.”





https://github.com/referefref/aiocrioc



https://www.riskmap.com/
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https://www.darkreading.com/ics-ot-security/weirdest-trend-cybersecurity-nation-states-usb
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Abstract—We investigate the anecdotal belief that end users

will pick up and plug in USB flash drives they find by completing

a controlled experiment in which we drop 297 flash drives on

a large university campus. We find that the attack is effective

with an estimated success rate of 45–98% and expeditious with

the first drive connected in less than six minutes. We analyze

the types of drives users connected and survey those users to

understand their motivation and security profile. We find that

a drive’s appearance does not increase attack success. Instead,

users connect the drive with the altruistic intention of finding the

owner. These individuals are not technically incompetent, but are

rather typical community members who appear to take more

recreational risks then their peers. We conclude with lessons

learned and discussion on how social engineering attacks—while

less technical—continue to be an effective attack vector that our

community has yet to successfully address.

I. INTRODUCTION

The security community has long held the belief that users
can be socially engineered into picking up and plugging in
seemingly lost USB flash drives they find. Unfortunately,
whether driven by altruistic motives or human curiosity, the
user unknowingly opens their organization to an internal
attack when they connect the drive—a physical Trojan horse.
Our community is filled with anecdotes of these attacks and
pentesters have even boasted that they can hack humans by
crafting labels that will pique an individual’s curiosity [19]:
“While in the bathroom, I place an envelope in one stall. On
the cover of the envelope I put a sticker that says PRIVATE.
Inside the ’private’ envelope is a USB key with a malicious
payload on it. I do this in one stall and also in the hallway by
a break room to increase my chances and hope that the person
that finds one of them is curious enough to insert it into their
computer. Sure enough, this method seems to always work.”

However, despite recent attacks that underscore the risk of
malicious peripherals [39], [55] and rumors of the attack’s
efficacy, there has been little formal analysis of whether the
attack is effective nor why users connect the drives. In this
work, we investigate the classic anecdote by conducting a large
scale experiment in which we drop nearly 300 flash drives of
different types, in different locations, and at different times on
the University of Illinois, Urbana-Champaign campus.

We measure the efficacy and speed of the attack by replacing
expected files on the drive with HTML files containing an
embedded img tag that allows us to track when a file is opened
on each drive without automatically executing any code. We
find that users pick up and connect an estimated 45%–98% of
the drives we dropped. Further, the attack is expeditious with a

median time to connection of 6.9 hours and the first connection
occurring within six minutes from when the drive was dropped.
Contrary to popular belief, the appearance of a drive does not
increase the likelihood that someone will connect it to their
computer. Instead, users connect all types of drives unless
there are other means of locating the owner—suggesting that
participants are altruistically motivated. However, while users
initially connect the drive with altruistic intentions, nearly half
are overcome with curiosity and open intriguing files—such
as vacation photos—before trying to find the drive’s owner.

To better understand users’ motivations and rationale, we
offered participants the opportunity to complete a short survey
when they opened any of the files and read about the study.
In this survey, we ask users why they connected the drive, the
precautions they took, demographic information, as well as
standard questions to measure their risk profile and computer
expertise. We find that attack was effective against all sub-
populations at Illinois. The majority of respondents connected
a drive to locate its owner (68%) or out of curiosity (18%),
although a handful also admitted they planned on keeping the
drive for themselves.

The students and staff that connected the drives were not
computer nor security illiterate and were not significantly dif-
ferent than their peers at the University of Illinois on Egelman
and Peer’s Security Behavior Intentions Scale (SeBIS) [12].
While the users that connected the drive engaged in riskier
behavior than their peers on the DOSPERT scale [4], they were
more risk averse than the general population in every domain
except for recreational risk.

When prompted, 68% of users stated that they took no
precautions when connecting the drive. For those respondents
who considered protective measures, 10 (16%) scanned the
drive with their anti-virus software and 5 (8%) believed that
their operating system or security software would protect them,
e.g., “I trust my macbook to be a good defense against viruses”.
Surprisingly, another 5 (8%) sacrificed a personal computer or
used university resources to protect their personal equipment.
In the end, all but a handful of the users who took precautions
did so in an ineffective manner and the majority took no
precautions at all.

These results—particularly the risk averseness relative to
the general population on the DOSPERT scale—suggest that
the attack would be effective against most users and that the
average person does not understand the danger of connecting an
unknown peripheral to their computer. We hope that by bringing
these details to light, we remind the security community that

https://static.googleusercontent.com/
media/research.google.com/en//pubs/

archive/45597.pdf
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https://censys.com/connectwise-screenconnect-cve-2024-1709-cve-2024-1708/



https://www.greynoise.io/blog/hunting-for-fortinets-cve-2024-21762
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🏷 Wordpress KiviCare CVE-2022-0786 SQL Injection Attempt (CVE-2022-0786) 

🏷 Discuz Command Injection RCE Attempt 

🏷 ZhongYuan iAudit Command Injection RCE Attempt 

🏷 Nacos CVE-2021-29441 Backdoor Attempt (CVE-2021-29441) 

🏷 Nacos CVE-2021-29441 Vuln Check (CVE-2021-29441)

https://viz.greynoise.io/trends?view=recent



https://viz.greynoise.io/tags/ibm-tn-3270-mainframe-scanner
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CVE-2023-21237: Android Pixel Information Disclosure 

CVE-2021-36380: Sunhillo SureLine OS Command Injection 

CVE-2024-23225: Apple iOS and iPadOS Memory Corruption 

CVE-2024-23296: Apple iOS and iPadOS Memory Corruption 

CVE-2024-27198: JetBrains TeamCity Authentication Bypass

https://www.cisa.gov/known-exploited-vulnerabilities-catalog


